UHdopmaunoHHasa namMaTKka ans oby4varowmxcs Ana pasMeLleHms Ha
opmumanbHbIX UHTEpHET-pecypcax

C xaxabIM roJIoM MOJIOJIE)KM B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a NIKOJBbHUKHA OJJHU U3 CaMbIX
aKTUBHBIX IoJib30BaTene PyHera. Mexay TeMmM, IOMHMO OTPOMHOIO  KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECeT W MpoOJIeMbl. DTa MaMsATKa JOJDKHA MOMOYb TeOe Oe30macHo
HaXOJUTHCS B CETH.

KomnbrotepHbie BUPYCHI

KoMnbroTepHslii BHpPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTpaMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOHl SIBIIsETCS CIIOCOOHOCTh K pasMHOXKEHHIO0. B pononHeHue K 3ToMmy,
BUPYCHl MOTYT TOBPEAMTH WM IIOJHOCTBIO YHUYTOXUTH Bce (ailibl W JaHHBIE,
IOJKOHTPOJIbHBIE MOJIb30BATEN0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apakEHHas IporpaMma,
a TaKXKe TMOBPEIUTh WIM JIa)K€ YHUYTOXXUTH ONEPALMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
uesoM. B OonbIIMHCTBE CllydaeB paclpoOCTPaHSIOTCS BUPYChl YEPE3 UHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. I/ICHOHB3YI>'I COBPCMCHHBLIC OIICPALIMOHHBIC CUCTCMbI, UMCIOIIHUEC CepBéSHHﬁ YPOBCHD 3alIUThI
OT BPpCAOHOCHBIX IIPpOrpaMMm;

2. IloctosHHO ycTaHaBnuMBail mayTH (UU(POBBIE 3allIaTKH, KOTOPHIE aBTOMAaTUYECKHU
YCTaHABIIMBAIOTCS C MEJBI0 TOPAOTKU MPOTPAMMBI) B IPyrue OOHOBJICHHS CBOCH OTICpaIlMOHHON
cuctembl. CkaunBail X TOJIbKO ¢ odunuampHoro caira paspadboruynka OC. Ecnu cymectByet
PEKUM aBTOMATHYECKOTO OOHOBIICHUS, BKIIOYH €T0;

3. Paborail Ha cBOEM KOMIIbIOTEpPE MOJ MpaBaMu IOJb30BaTENs, a HE aMUHUCTpATOpa. JTO HE
HIO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX HMPOTpaMM HWHCTAIIMPOBATHCS HA TBOEM IEPCOHATIBHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTUBHUPYCHbIE NPOTPaMMHBIE MPOAYKTHl H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKUI JOCTYN K KOMIBIOTEPY JIJIsl HOCTOPOHHUX JIMIL;

6. Vcnonp3yll BHELIHHE HOCUTEIM HH(POpPMAllMU, Takue Kak Quiemka, JUCK MM ¢ain u3
UHTEPHETA, TOJIKO U3 MPO(EePEHHBIX HCTOUHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (hallIbl, MOJyYEHHBIE U3 HEHAIEKHBIX HUCTOYHHMKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpUCIaT TBOM 3HAKOMBIN. JIyuIlle yTouHU y HEro, OTHPABJISUI JIU OH Te0e HX.

Ceru WI-FI

Wi-Fi - 370 He BU Mepeauu JaHHBIX, HE TEXHOJIOTHS, a BCEro Juib OpeH 1, mapka. Emte B 1991
roJly HUJEpiaHJcKas KoMmaHus 3apeructpupoBaia Openn «WECA», 4ro o6o3Hadano
cioBocouetanue «Wireless Fidelity», KOTOpbIil mepeBoAUTCS KaK «OecrpoBOIHAS TOYHOCTD.

Jlo Hamero BpeMeHH JomnuIa apyras abOpeBuarypa, KOTopasl SBISETCS TaKOW K€ TEXHOJIOTHEH.
Orto abbpeBuatypa «Wi-Fi». Takoe Ha3zBaHue ObLTO JaHO ¢ HAMEKOM Ha CTAHIAPT BBICIIUI
3BykoBo# TexHuku Hi-Fi, uTo B mepeBojie 03Ha4aeT «BBICOKAsi TOUHOCTH.

Ja, OecrnnaTHBI HMHTEpPHET-IOCTYN B Kade, OTeNsX W adporoprax SBISETCS OTIUYHOU
BO3MOKHOCTBIO BBIXOJIa B HHTepHET. HO MHOTHE SKCIEPTHI CUMUTAIOT, YTO oOmIeAoCcTynHbIe Wi-
Fi cetn He saBisroTcst OE30MaCHBIMU.



CogeTbl 10 Oe30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 uHpopManuio yepe3 obmienoctynasie Wi-Fi cern. PabGoras B
HUX, JKEJIAaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI U KaKUe-TO HOMEpA;

2. Hcnonp3yil u OOHOBIIAM aHTUBUPYCHbIE INporpamMmbl U OpaHaMayep. TeM cambIM Tbl
obe3omacuib ce0s OT 3aKaYKK BUpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonwszoBannu Wi-Fi otkmtoun pynknuio «O0mmii goctyn K QaitiaMm 1 mpuHTEpaM».
JannHast GyHKIUS 3aKphITa IO YMOIYaHHUIO, OJIHAKO HEKOTOPHIC MOJIH30BATEIN AKTHBUPYIOT €€
JUIs yI0OCTBa UCTIOIB30BAHNUs B paboTe nin yueoe;

4. He ucnons3yi nyosmunbiii WI-FI 11 mepenaym JIMYHBIX JaHHBIX, HAllpUMEpP JJIs BBIXOJA B
COITMAIPHBIC CETH WJIM B DJICKTPOHHYIO TTOYTY;

5. Unonw3y#t Tonpko 3amunieHHoe coenuuenne uepes HTTPS, a ne HTTP, 1.e. mpu Habope BeO-
azpeca BBOM UMEHHO «https://»;

6. B mo6mieHOM Tenedone otkmoun GpyHkuuio «llonkmoyenne k Wi-Fi aBromaruueckn». He
JIOITyCKai aBTOMaTHYECKOTO MOIKITIOYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacws.

CoumanbHbIE CETH

ConuanbHble CETH aKTMBHO BXOJST B HAIly XU3Hb, MHOTHE JIOAM PAabOTAlOT U >KUBYT TaM
nocTossHHO, a B Facebook yxke 3apermctpupoBaH MWILTHAp] YEIIOBEK, YTO SIBISETCS OIHOMN
CeIbMOM BCEX KHUTeNel IIaHeThl. MHOTHE MOJb30BaTEed HE MOHUMAIOT, YTO HH(popMaIus,
pa3MelieHHasi UMU B COLIMAJIBHBIX CETSIX, MOXKET ObITh HalJIeHa U UCIOJb30BaHa KEM yroJHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJJarMMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI 10 O€30MAaCHOCTH B COIIMaJIbHBIX CCTAX!

1. Orpannub crucok apy3ed. Y TeOs B APYy3bsX HE TOIDKHO OBITh CIIyYalHBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3anmiail cBOXO 4yacTHYIO >kM3Hb. He ykasbiBaill mapoinu, TenedoHsl, aapeca, JaTy TBOETO
POXIEHUS U APYTyH JHWYHYIO WH(GOpMalMio. 3J0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaKe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amminail cBOIO penyTaluio - JIep>KU €€ B YUCTOTe M 3ajaBail ceGe Bompoc: XoTed Obl ThI,
YyTOOBI JApYyTUe TOJb30BATENM BHUJEIH, YTO Thl 3arpyxaemb? Ilogymail, mpexae 4yeM 4YTo-TO
OITyOJIMKOBATh, HAMMCATh U 3arPy3UTh;

4. Ecmu ThI roBOpHulIb C JHOAbMH, KOTOPBIX HC 3HACHIb, HC HCHOHLBYﬁ CBOC PCAJIBHOC UMS U
APYT'YHO JINYHYIO I/IH(I)OpMaI_II/II/II HUMs1, MECTO JKHUTCIILCTBA, MCCTO y‘Ie6H " 1IpoUee;

5. N30eraii pazmemienus ¢otorpaduit B MHTepHeTe, rne Thl M300pa’keH HAa MECTHOCTH, IO
KOTOPOH MOXKHO OIIPENEIUTH TBOE MECTOINOIIOKEHHUE;

6. Ilpu perucrtpanuu B COUMATBHONW CETH HEOOXOAMMO HCIIOJIB30BaTh CIIOKHBIC MapOJIH,
cocTosmue u3 OykB v QP U ¢ KOJIUIECTBOM 3HAKOB HE MEHee §;

7. Ay conanbHON CETH, MOYTHI U JPYTUX CAUTOB HEOOXOAWMO HCIIOJIB30BaTh Pa3HbIE MapoOJIH.
Toraa ecnu Te0s B3JIOMAIOT, TO 3JIOYMBINIJIEHHUKH MOIYy4aT AOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIEKTPOHHBIE JEHbIU



DJEeKTpPOHHBIE JEHbIM — 3TO OYEeHb YIOOHBIH cHoco0 TuIaTeXxeil, OJHAKO CYIIECTBYIOT
MOILICHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3THU JICHBIU.

3JI€KTpOHHBI€ JCHbI'M IIOABUWJIMCH COBCEM HCAABHO MW HMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax A0 CUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHu (QyHKIMOHHPYIOT M O HUX YK€ MPOIMKMCAHO B 3aKOHE, TNIe UX Pa3JAeisaioT Ha
HECKOJIbKO BHJIOB - aHOHMMHbBIE U HE aHOHUMHBIEe. Pa3Hulla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOAUTH onepanuu 0e3 wuIeHTUUKALWK [O0Jb30BaTeNnsi, a B
HEAaHOHHUMHBIX UACHTU(DUKAIINH [T0JIb30BATENS SBJISIETCS 00s13aTEIbHOM.

Taxoke cieayer pa3indarh MMEKTPOHHBIC (PUATHBIE IEHBIU (PaBHBI TOCY/IaPCTBEHHBIM BaJTIOTAM)
U 3JICKTPOHHBIE He(UATHBIEC ACHBIH (HE PaBHBI TOCY/IaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI TI0 O€30MAaCHOM paboTe € ANEKTPOHHBIMH JCHbIaMH:

1. TlpuBsoku K cueTy MOOWJIBHBIN TeneoH. DTO caMblii yIOOHBIH W OBICTPBI Ccrocod
BOCCTaHOBHUTH JOCTYNl K cueTy. llpuBsi3aHHBIA TeneoH IMOMOXKET, eciu 3a0yAelb CBOH
IUIATEXKHBIA MapoJIb WK 3aiIeIIb Ha CAUT ¢ HE3HAKOMOTO YCTPONCTBA;

2. Ucnonp3yii ogHOpa3oBsie mapoiu. [locie mepexona Ha YCUIICHHYIO aBTOPH3AIUI0 TeOe yxke
He Oy/IeT yrpoXaTh OMAaCHOCTh KPaXKH MITU IepeXBaTa MIaTeKHOTO IMapoJis;

3. BeiOepu cnoxusblii maponb. [IpectynmHukam OyaeT He MPOCTO yraaaTh CIOKHBIN MapoJb.
Hanexubie maposn — 3TO mapojiu, KOTOpbIE CoJiepKaT He MEHEe 8 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U TPONUCHBIE OYKBBI, HU(PHI U HECKOIbKO CHMBOJIOB, TaKM€ KaK 3HAaK J0JuIapa,
¢dyHTa, BocKIMLIAaTeNbHBIN 3HaK U T.. Hampumep, StROng!;;

4. He BBOJM CBOM JIMYHBIC JJAHHBIC HA CaliTax, KOTOPHIM HE JOBEPSICIIb.
DJIeKTpOHHAs MTOHTA

OJNeKTpOHHAs MOYTa — 3TO TEXHOJOTUS M HPEAOCTaBIIIEMbIE €10 YCIYTH 10 IEepEechUIKE U
MOJIYUEHHUIO 3JIEKTPOHHBIX COOOILIECHUM, KOTOpBIE paclpeiesioTcs B KOMIBIOTEPHOH ceTu.
OOBIYHO ~ DNIEKTPOHHBI  MOYTOBBIM  SAIIMK  BBIJISIIUT — CHEAYIOUMM  o0pa3oMm:
UMs_TIOJb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMmMe NepeJaud MpOCTOro TEKCTa, HMEEeTCs
BO3MOXKHOCTb IepeaaBaTh (paisibl.

OCHOBHBIE COBETHI 10 0€30MacHOM padoTe ¢ ANEKTPOHHOU MOYTOM:

1. Hamo BBIOpaTh mNpaBUJIBHBIA IOYTOBBIN cepBUC. B UHTEpHETE €CTh OIrPOMHBIN BHIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle JTOBEPATHh TE€M, KOTO 3HA€lllb U KTO MEPBBIN B
peuTHHrE;

2. He ykaspiBail B JMuYHOW mouTe JMuYHYIO uHHGpopmanuioo. Hampumep, nydiie BbIOpaTh
«My3bIKaNbHBIN _(panaT@» win «pok2013» BMecTo «remal3d»;

3. HMcnonp3yil IBYXdTalHYyH aBTOPH3aLUI0. JTO KOIAAa MOMHUMO Iapoisl HY)KHO BBOAMTH KOJ,
npucbUIaeMblil mo SMS;

4. Beibepu Cl0KHBIN Tapodib. JJIsT KaXKI0TO MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOW HAJEKHBIH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecmm ectb BO3MOXHOCTh HamucaTb CaMOMYy CBOM JIMYHBIM BONPOC, HCIIOJIB3YH 3Ty
BO3MOYKHOCTE;



6. Mcnonp3yil HECKOJIBKO MOUYTOBBIX SIIMKOB. IlepBbIil /U1 4acTHOW MEPENHCKH C agpecaTaMmy,
KOTOPBIM TBI JOBEPSACIIb. DTO IEKTPOHHBIN aIpec HE HAJ0 HMCIIONIb30BaTh IIPH PErMCTpalui Ha
dbopymax u caiftax;

7. He otkpbiBail ¢ailibl U Apyrue BIOXKEHUS B MUChMax Ja)k€ €CIIM OHHM MPUILUIM OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (aiiisbl;

8. Ilocie okoHuaHUs pabOTHI HA IMOYTOBOM CEPBUCE IMEpe] 3aKPhITHEM BKIAJKU C CAalTOM He
3a0y1p HaXaTh Ha «BbIATHY.

KubepOyiiHT Witk BUPTYaIbHOE U3/1€BATEIHCTBO

KubepOymiuHr — mnpeciieoBaHue COOOIIEHUSIMHU, COAEPKAIIUMU OCKOPOJIEHHS, arpeccuio,
3aIyTUBAaHNE; XYJIUTAaHCTBO; COLMATbHOE OOMKOTUPOBAHHE C TIOMOIIBIO PA3TMYHBIX HUHTEPHET-
CEPBHCOB.

OCHOBHBIE COBETHI 110 OOPHOE C KHOEPOYILTUHTOM:

1. He Opocaiicst B 60#. Jlydmuii crioco0: MOCOBETOBAThCSA KaK ce0sl BECTH M, €CIIM HET TOTO, K
KOMY MOXXHO OOpaTUThCS, TO BHA4Yalle YCIOKOMTbCA. EcCIM Thl HayHElIb OTBEYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUSI, TO TOJILKO €Ile OOJIbIIE Pa30XIKeIlb KOH(DIUKT;

2. YopaBinsii cBoei kubeppernyramnuei;

3. AHOHUMHOCTB B ceTu MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XyJIMTraHCKUH oOpa3 BUpTyaibHOW >ku3HU. IHTEpHET dukcupyer Bce TBOU
JEHCTBUS U COXpaHSEeT UX. Y TaNUTh uX OyJeT KpailHe 3aTpyJHUTENBHO;

5. Cobmroiaii CBOM BHPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyil emnuHuuHblii HeraTuB. OJHOPA30BbIE OCKOPOUTENBHBIE COOOIICHUS JIydlle
UrHOpHpoBaTh. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4aabHOUW CTaJaNH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMHU, B COITMATBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILIEHUH C ONPEIEICHHBIX aIPECOB;

8. Ecnu ThI cBUAeTeNnbh kuOepOyuinmHTa. TBOM NEHCTBUS: BBICTYMUTH MPOTUB MpECieoBaTENs,
MOKa3aTh €My, YTO €ro JEWCTBUSA OIIEHUBAIOTCS HETaTUBHO, MOIAEPKAaTh JKEPTBY, KOTOPOU
HY>KHa TICUXOJIOTUYECKasi MOMOIIb, COOOIIUTh B3POCIBIM O (haKTe€ arpecCMBHOTO TOBEJCHUS B
CeTH.

Moo6unbHBIN TeaehoH

CoBpeMeHHble cMapT(HOHBI U IUIAHILETHl COAEpKaT B ce0e BIIOJIHE B3POCIHbIA (YHKIHMOHAMN, U
TeNnepb OHM MOTYT KOHKYPHpPOBaThb CO CTallMOHApHBIMM KoMIbloTepamu. OpHako, CpeacTB
3alUTHI JJIs TOJIOOHBIX YCTPOMCTB MOKa OY€Hb Majio. TecTHpOBaHUE U MOUCK YS3BHUMOCTEH B
HUX IPOUCXOIUT HE Tak WMHTeHCUBHO, Kak 1y IIK, To ke camoe kacaercs W MOOMIBHBIX
MIPUIIOKEHUN.

COBpeMeHHLIC MOOUJIbHBIE 6pay3epLI YKC MPAKTHYCCKU JOTHAJIM HACTOJIBHBIC aHAJIOT'U, OAHAKO
pacmiupeHuc (I)YHKL[I/IOHaJ'Ia BJIEUET 3a COOOM 60.IIBH_IYIO CJIO)KHOCTb U MCHBIIYIO 3allTUIIICHHOCTD.

Jlaneko He Bce TMPOM3BOIUTENHM BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIONINE KPUTHUYCCKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIC COBETBI JJIA 0e30MacHOCTH MOOUIILHOTO TCJ'IC(I)OH&Z



1. Huuero He sBisieTcss mo-HacTosmieMy OecruiaTHbIM. byne ocroposkeH, Benb Kornma Tebe
npeiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

2. Jlymaii, mpexae ueM oTrnpaButh SMS, ¢oTo miu Buaeo. Thl TOUHO 3HACIIb, I71€ OHU OYAYT B
KOHEYHOM UTOre?

3. Heo6xoa1umMo 0OHOBIISTH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Vicnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JJ1s1 MOOMIIBHBIX TeIe()OHOB;

5. He 3arpy>1<al71 IPHUIIOKECHUSA OT HCHU3BCCTHOI'O HMCTOYHHKA, BEAb OHH MOI'YT COACPKATh
BPCAOHOCHOEC IIPpOIrpaMMHOE O6CCHC‘ICHI/IC;

6. [Tocne Toro Kak ThI BBIMCIIB C CaiiTa, TJIe BBOAWUJI JIMYHYIO HH(POPMAIINIO, 3al 11 B HACTPOUKH
Opaysepa u ynanu cookies;

7. llepuoanuecku mpoBepsii Kakue IUIaTHBIE YCIIYTH aKTUBHPOBAHbI HA TBOEM HOMEpE;

8. JlaBaii cBOIi HOMEp MOOWJIBHOTO TelneOHA TOJBKO JIFOJSAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

9. Bluetooth nomken ObITh BBIKJIIOYEH, KOTJa Thl UM He MoJb3yemibcs. He 3a0biBail nHOTIA
MIPOBEPSITH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE pa3BIeUeHUs, 00bEINHSIONINE
COTHH TBHICSAY YEJIOBEK M0 BceMy MHpy. Urpoku uccienyroT JaHHBIA UM MUD, OOIIAIOTCS APYT C
JIPYTOM, BBINOJHSAIOT 3aJaHusl, CPAXaKTCs ¢ MOHCTPAMU U IOJIy4arOT OIBIT. 3@ yIOBOJIbCTBHE
OHH IUIATAT: MOKYNAIOT TUCK, OIUIAYMBAIOT ADOHEMEHT MJIU IPHOOPETAI0T KaKUe-TO OILIUU.

Bce atu cpencrtBa uayt Ha nmojajep;KaHUE U Pa3BUTHE UIPHL, a TaKKe Ha caMy O€30MacHOCTb:
COBEpILEHCTBYIOTCSI CUCTEMbl aBTOPU3ALMH, BBITYCKAIOTCS HOBbIE mMaTdu (LU (pPOBbIE 3araaTKu
JUIS IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX urpax CTOUT OIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3allUuH OONBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Eciiu npyroit urpox BeAeT ceds II0X0 WM CO3JaeT Te0e HeNpPUATHOCTH, 3a0JI0KUPYH €ro B
CIIHICKE UTPOKOB;

2. HO)KB.J'IYFICSI AIMUHHUCTpATOpaM HUTIPblI Ha IIJIOXOC IOBCACHUC J3TOTO HI'POKA, KEIIATCIIbHO
MMPUIIOXKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3pIBaii T4uHy0 HHPOPMALIUIO B Tpodaiine urpsl;
4. YBakall Ipyrux y4acTHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,

6. Mcrionb3yil CIOXKHBIE U pa3HbIE MTApOJIH;

7. Jlaxxe BO BpeMsl UTPBl HE CTOMT OTKJIIOYATh aHTUBHpYC. IIoka ThI urpaemib, TBOM KOMIBIOTED
MOTYT 3apa3UTh.

dumuAT WIn Kpaxa JJMYHBIX JaHHBIX



OObIUHOM Kpaked JeHer M JOKYMEHTOB CETOJHS YK€ HUKOTO HE YAMBHIIb, HO C Pa3BHTHEM
WHTEPHET-TEXHOJIOTUH  3JIOYMBIIIJICHHUKNA IEPEMECTUINCh B HHTEPHET, W IPOJOJDKAIOT
3aHUMATbhCS «JTFOOUMBIM» JICJIOM.

Tak nosiBUIach HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUILIUHT, TJIaBHAS 1Ie7h KOTOPOTO
COCTOMT B MOJTYYCHHH KOHPUACHIIMATBHBIX JAaHHBIX MOJB30BaTENC — JIOTUHOB U mapoieil. Ha
aHTJIMICKOM si3bIke phishing unrtaercs kak ¢umuHr (ot fishing — preiOHas oBms, password —
1apoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu Tl OJ03peBaelib, YTO TBOSI aHKETa ObUIa B3JIOMaHa, TO
HE00X0IUMO 3a0JIOKUPOBATh €€ U COOOUIMTHh aJAMHHHCTpPATOpaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. HCHOJ’IBE&Yﬁ Oe3omacHbIe Be6-caI>inI, B TOM YHUCJIC, MHTCPHCT-MarasmHOB U IIOUCKOBBIX CHUCTEM;,

3. Hcnonw3yil cioxHble U pa3Hble napoiau. TakuM oOpa3om, ecid TeOs B3JIOMAlOT, TO
37IOYMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(]UITIO B CETH, a HE KO BCEM;

4. Ecimu Te0a B3IOMalu, TO HEOOXOIMMO MpPEAYNPEAUTb BCEX CBOUX 3HAKOMBIX,
KOTOpBIE 100aBJICHBI Y TeOs B JIPY3bsX, O TOM, YTO TE€OS B3JIOMAIM M, BO3MOYKHO, OT TBOETO
UMEHU OyZeT pacchlIaThCs CllaM U CChUIKH Ha (DUIIMHTOBBIC CATHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MOOMITBHBIN TenedoH;
6. OTKIII0YM coXpaHEHHE MapoJs B Opaysepe;

7. He oTkpbiBail Qaiiiabl U Apyrue BIOXKEHHUS B MUCbMAxX AK€ €CIM OHM IMPHUIUIA OT TBOMUX
npys3eil. Jlydiie yTouHH y HUX, OTHPABIISUIM JIM OHU TeOe 3T (paiibl.

[{udposas penyranus

[Mu¢poBast penyrauust - 3TO HETraTUBHAs WM MNO3UTHBHAs HH(pOpManus B ceTH O Tede.
Komnpomerupyromass uHpopManus pa3MelleHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3zoM
OTpa3uThCs Ha TBOEH peanbHOU ku3HU. «ludposas pemyranus» - 370 TBOM UMHIK, KOTOPBIN
dopmupyetcs U3 nHGOpMaIHu 0 TeOE B UHTEPHETE.

TBoe mecto KUTCIILCTBA, yqe6LI, TBOC (I)I/IHaHCOBOC IMOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa U
paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIMBACTCS B CETH.

MHorve mnoApOCTKH JIETKOMBICIEHHO OTHOCATCS K IYOJUKAalMKM JUYHONM HHPOpManuu B
WuTepHeTe, HE MOHUMAas BO3MOXKHBIX MOCIEACTBUI. ThI 1axe HE CMOXKEIIb JOrafaTbcs O TOM,
4To (poTorpadus, pazmelieHHas 5 JeT Ha3aj, cTaja IPUUYMHON OTKa3a MPUHATH Te0s Ha padoTy.

KommenTapuu, pazMernienre TBoux Gororpaduii u apyrue AeWcTBUS MOTYT HE UCUE3HYTh Jlaxke
MOCJI€ TOTO, KaK Thl UX YJaJIHIIb. Thl HE 3HACIIb, KTO COXpPAaHUJ 3Ty MH(MOPMAIIUIO, TToNaia Jn
OHa B TIOMCKOBBIE CHCTEMBI M COXpaHWIACh JHM OHA, a TIJaBHOE: 4YTO MOJAyMalT o Tebe
OKPY’KaIoIIee JIFOH, KOTOPhIe HAWAYT U yBUAAT 3T0. HallTn mHbOpMaNio MHOTO JIET CITYCTs
CMOXET JTI000H - Kak U3 M0oOphIX MOOYKIEHWH, TaAK M C HAMEpEeHHWEM MPHYMHUTH Bped. DTO
MOJKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI IO 3aIIUTE LIUPPOBON penyTaIiu:

1. [Togymaii, mpexae yeM 4To-To IMyOJIMKOBATh U MepeiaBaTh y cedst B 6JI0ore UM B COL[MAIbHOM
CeTH;



2. B mactpoiikax mpo¢uis YCTaHOBH OTPaHHWYEHHS Ha MPOCMOTP TBOErO Mpoduis u ero
COZIEPKUMOT O, CHIEIIall €ro TOJIBKO Ul APY3€en»;

3. He pa3memaii u He yka3biBail MHPOpPMAIUIO, KOTOpas MOXKET KOro-TH00 OCKOPOIATh WK
00MKATh.

ABTOpCKOE IIPAaBO

CoBpeMeHHbIE IIKOJIbHUKHM- aKTUBHBIE I10JIb30BaTeIM LH(PpoBOro mpocrpaHcTsa. OpHako
JIaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAaHHE MHOTUMH BO3MOXHOCTSIMHU LU(POBOro Mupa Tpedyer
COOIIIO/ICHHS TIPaB HAa MHTEIICKTYAIbHYIO COOCTBEHHOCTb.

TepMUH «MHTENIEKTyalbHass COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM  TBOPEHUSIM
YeJI0OBEYEeCKOr0 yMa, HauWHasi C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIyTHW , W 3aKaH4yuBas KHHUramu, Qororpadusmu, KUHOPUIBMAMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEIECHUS HAYKH,
JUTEPATypbl M HUCKYCCTBA. ABTOPCKME IIpaBa BBICTYNAIOT B KAadeCTBE TapaHTUU TOrO, 4YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HalpacHbIM, JacT €My CIpaBelJIMBbIE
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPy[a, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOJUTD €ro MPOU3BEIEHUE, PACIPOCTPAHSTD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTb, MMIOPTUPOBATH, IMYCKAaTh B IMpOKaT, MyOIMYHO
UCTIOJIHATH, IIOKA3bIBATH/UCIIOIHATE B AHpe Wi pazmemaTs B IHTepHeTe.

Hcnonb3oBanue «IIHUPATCKOIro» porpaMMHOI o obecreyeHus MOXECT IIPpUBCCTHU K
MHOI'MM pHUCKaM: OT IMOTCPH JAHHBIX K TBOHMM aKKayHTaM 0 6JIOKI/IpOBKI/I TBOCTO yCTpOﬁCTBa,
rac YCTaHOBJ'ICHHHﬁ HC JICrajibHas IIporpamMma. He crout Takxe 336BIB8.TL, 4qTO CYHICCTBYCT
JIeTaJIbHEIE U OeCIIaTHBIE IIporpamMmsbl, KOTOPbIC MOKHO HaWTH B CETH.

O noprane

CeteBU4OK.p( - TBOM TJIABHBIA COBETYUK B CETH. 37€Ch Thl MOXKEIIb Y3HATh O O€30MaCHOCTH B
CEeTM TOHSATHBIM M JIOCTYNHBIM SI3BIKOM, a IpPU BO3HUKHOBEHHHM KPUTHUUECKON CHUTYyallUuu
00paTUTHCS 3a COBETOM. A Tak)Ke MPUHATH YYacTHE B KOHKypCax M CTaTh CaMbIM ITU(DPOBHIM
rpaXxaaHuHOM!



