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IIHCTPYKIIIIfl

11 o 9PTAHI,I3AUI4II AHTI4B I'IPy CH O fr 3AIIIIITbT

l.OBIUI4E |IONOxtETfVIfl

I-{ensro co3AaHpr{ ctrcreMbr arTvrBnpycHofi 3aIrI}ITbI sBJl.serc{ ooecnerreHl'Ie

3aulr4rueHHocrr4 r,rH6opMaur.roHHo-KoMMy I4KaIII4oHHofi cl4creMbl (.qarree I4KC) or

Bo3AeficTBkIfl, pasnl4rlHoro poAa BpeAoHocHbIX npolpaMM I4 HecaHKIIuoHllpoBaHHbIX

MACCOBbIX IOI{TOBbIX PACCbINOK, NPEAOTBPAIIICHU{ VX BHCAPEHI4fl B

[H4opMarlrroHHbre c]rcreMbr, BbrflBJreHI,Ig. v 6fiorlacHofo y\a|reH[fl' vr3 cl4creM B

cJrfrae nonaAaHlrf,, a raKxe Qznrrp a\vr4 Aocrylra IIoJIb3oBareJIefi V'rpex4eH]1'fl' K

HerrpoAyKTr4BHbrM IrlHrepHer-p e cyp c aM u Ko Hrp o IIfl. vrx 3n e KTp OH HOft n ep eIII4C KI4'

OcHoeonoJrararoulr4Mr4 Tpe6oBaHhflMvr K cucreMe aHTI'IBI4pycHofi 3aIrII4TbI

V.rp e x4e Hlu.fl' flBIrflIorc-f, :

3AIIII,ITbI ,IIOJI)KHO ocyulecrBIrflTbcfl o6uteMaHTZBI,lpyCHOfi- pelueHue 3aAaIII4 aHTZBI,lpyCHOll 3aI!Ur'.bl AUJI,1tI1U (rL/J r",s!r'-t,

BLrAe. bpa4at"o 3aullrrbr He AonxHo o a3blBarb npor1lBoAeficrsue KoHKperHoMy

Blrpycy I4II7 rpyll11e BHpycoB, IIpoTI{BoAeficrsI4e ASJI)I(H6 oKa3blBaTbc'g B

rrpeAlonox(eHlrf,x, rrro Br4pyc Moxer 6rnr 3aHeceH Ha KoMrlblorep I4 o Bl{pyce (o ero

crpyrrype (r uacrnocTl4, cI4rHaType) r'r rosrvroxHblx lieiIaTB]1^flx) Huvero HeI43BecTHo;

- perueH7re sa1aq{kr aHTuBr4pycHofi 3aIIII,ITbI AonXHo ocyulecTBJltTbcf, B

peanbHoM BpeMeHI4.

Mep onpkrflT4g, HarrpaBJreHHbre Ha peureHve 3al;aq ro aHTllBr'rpycHoft 3aIrII4Te:

- yCTaHoBKa ToIIbKo JII,IIIeH3I4pOBaHHoIo npOIpaMMHorO o6ecneqen[s' lu6o

6ecunarnoe aHTI4BI4pycHoe nporpaMMHoe o6ecueueuue, I4AyuIee B KoMIIJIeKTe c

rroAJrr4HHofr onepaquonnofi cucrevoft (aHanorurrHble Microsoft Security Essentials

(cerr lo l0 pa6ouux craHqrafi) znu Microsoft Forefront Endpoint Protection (cerr

don.. 10 pa6o.rr4x cranqufi)), rroAAep)Kl4Baroluee pa6ory c noJIb3oBareIIbcKI4MI4

npoQunxuu.
- pefynflpHoe o6nosleHue kI e)I(eAHeBHbIe upoQranaKTl4r{ecK7e npoBepKll

(NerarelbHo B uepa6ouee Hor{Hoe npevrr);

- HerrpepHBHsrfi KoHTponb HaA BceMr{ Bo3MoxHbIMH nyrrMl4 rIpoHI4KHoBeHI{fl

BpeAoHocHbIX nporpaMM, MoHI4ropI4HI aHTl4Bllpycuofi 6esouacHocTl'I 14

o6napyNeHIae AecTpyKTusHofi aKTI'IBHoSTI4 BpeAoHocHbIX nporpaMM Ha BceX

o6terrax I4KC;

- exeAnesHtrfi aHarrvr3, paHXupoBaHI4e v\ npeAoTBpauleHl4e yfpo3

paclpocTpaHeHr4fl. u nos4eficrnux BpeAoHocHbIX [poIpaMM nyreM BbIf,BJIeHI',It

y"t"ttoarefi ucnonByeMoro e I'IKC o[epauuoHHoro nporpaMMHoro o6ecue'IeHzs

lr ceTeBblx ycrpoficTB I4 ycTpaHeHux o6uapyXeHHbIX AeQeKToB B cooTBeTcrB?IH c



naHHbIMIl nocTaBIIII4Ka nporpaMMHoro o6ecne'{eHlaq u ApyrI'IX

cn erlr4 aJrll3 r,rp o BaHHbrx 3Kcrr eprHbrx aHTvrBupyc HbIX cnyx6 .

- npoBeAeHr4e npo$r4JraKrr4r{ecKr4x Mepoflputrufr rlo npeAorBpaIrIeHI'Irc v

orpaHgqeHr4ro Br4pycHbrx 3rrr,rAeMr,rfr, BKJIIOTIaTUII4X 3arpy3Ky kI pa3BepTbIBaHI',Ie

cnerlr4aJrbHbrx npanran HefiTpanu 3ar!w (orpaxeHuro, v3oIrflr\r4v kr II4KBI4AaIILIu)

BpeAoHocHbIX npofpaMM Ha ocHoBe peKoMeHAaIJvIh rro KoHTpOnrc aTaK'

rroAroTaBJII{BaeMbIX pa3pa6oTquKoM cpeAcTB 3aIIII4TII OT BpeAoHocHbIX nporpaMM I'1

ApyrtrMr,r clerlr4aJrr{3r4poBaHHbrMr4 oKcneprHbIMI4 aHTnBvrpycHbIMI'I cnyx6aMl{ Ao

Tofo, KaK 6yAyr BbrrryqeHbr $afinbr r4ctIpaBJIeHI4fi, npI43HaKoB v aHTvrBI'IpycHbIX

clrrHaryp.
- rrpoBeAeH?re pefynrpHbrx rrpoBepoK IIeJIOCTHOCTI,I KpZTI'IqeCKI4 BaXHbIX

lporpaMM r,r AaHHbrx. Harur.rze Jrr4rrrHr,rx Qafilon 14 cneAoB HecaHKurIoHI4poBaHHoro

BHeCeHUrfl r43MeHeHr4fi AolNso 61111 3apefr{cTpl4poBaHo B xypHane z paccneAoBaHo;

- BHerrrHr4e Hocr{TeJrr4 ran$opvraqrau Hel43BecrHoro npol4cxo)K4eHufl' cneAyer

IlpoBepf,TbHaHaJII4gVeBupycoBAoIIXI4cIIoJIb3oBaHI4';

- Heo6xoAI,IMo cTporo IIpI4Aep)KvIBaTbcfl' ycTaHoBneHHbIX rtpolleAyp rro

yBeAoMJreHr4ro o cnyqa.f,x nopa)r(eHl4t aBToMarrl3l4poBaHHoft raH$opvraII?IoHHofi

cpeAbr KoMrrbrorepHbrMr4 BHpyCaMu 14 npv:HflTt4ro Mep no JII4KBI4I:aIJ]/|/- lOCle4crnufi

oT r4x npoHZKHOBeHLrfl,;

- cneAyer r,rMerb rrJr aHbr o 6ecne.re HLTfl. 6 ec\epe6 ofi Hofi p a6 orrr Vvpexge Hr4fl' AJrs'

cryrraeB Br4pycHofo 3apa)KeH]1]fl!B TOM rrr.rcre TIJIaHbI pe3epBHofo KonI{poBaHI'If, BCeX

Heo6xoAqMbrx AaHHbrx r,r nporpaMM vr vx BoccraHoBJIeHI4f,. 3ru vrepbl oco6eHHo

BaxHbr AJr.rr aereBrrx SafirroBbrx cepBepoB, [oAAepxl4Barctul4x 6olsruoe KoJII4tIecrBo

pa6ouux crauqzfi.

TE,XHO JI Of I{qE, C KI,IE I4HC TP YKUJ.dI4

1.1 . B yqpe)(AeHI{H pyKoBoAr4reJreM AonxHo 6ltTb Ha3HarIeHo JII4IIo,

orBercrBeHHoe 3A AHTr4BVrpycHyro 3arrlr4Ty, B AOJIXHOCTHbIe I4HCTpyKIII4ll [nfl
KOTOpOfo AonxHbr 6urr [porrr4caHbl noptAoK geitctnu'. B ilepLIoA BI4pycHbIX

eun4enrnil, nopf,AoK aeficiswfi, npl4 Bo3HI4KHoBeHI4H BHeIurarHbIX cvrryar\ufi',

cBr3aHHbrx c pa6orocnoco6Hocrblo cpeAcrB aHTI4Bllpycuofi 3aIIII'lTbI' rlopf,AoK

;refictsufi. AJII ycTp a:eleHzfl. IlocneAcT1uit zapaxesufi B npou4BHoM cnyqae Bc-s

OTBeTCTBeHHOcTI 3a O6eCne.{eHI4e aHTI{BI4pyCHOfi 3aUI4TbI JIOXI4TCf, Ha

pyKoBoAl,Irenr VUP ex(AeHI4q.

1.2. B VupeN4eHUU MOXer r4crroJrb3oBaTbc.[ TOJIbKO JII'IIIeH3I4OHHOe

aHTr4Br4pycHoe npofpaMMHoe o6ecne-{eune rrH6o ceo6o4uo-pacI]pocTpaHf,eMoe

npofpaMMnoe o6ecnerleHl4e.

1.3. O6ssareJrbHoMy aHrkrBvpycHoMy KoHrponro noAJlexur rn6aq uHQoptrlaqux

(rercronue saftnu rro6brx Qopvraron, Qafinu AaHHbIX, I4CIroJIHf,eMbIe safilrr,
[oqroBbre coo6uleHrar), nonyqaeMafl. rr nepeAaBaeMafl' Iro reJIeKoMMyHI4KaIIuoHHbIM

KaHaJraM cBfl3r4, a TaKXe rau{opuaqrar, HaxoAfulaf,cf, Ha cbeMHbIX HOCLIT9JI'gX

(uanzrHbrx Ar,rcKax, JreHTax, CD-ROM, DVD, flash-naxorll4reJl.fix ra r.u.). KoHrpolr

zcxoAsIrlefi r,rnsopuaqrar,r Heo6XoA[Mo IIpoBoAI'ITb HenocpeAcTBeHHo nepeA

apXI4BI4poBaHI4eM I4 ornpaBrofi (sanracblo Ha crelanufi uocurelr)'
I.4. @afi.Jrbr, rroMeuJaeMbre B sneKTponnuii apxvB, AOJI)KHbI e o6ssareJlbHoM

rlopf,AKe npoxoAl'ITb aHTI4BI'Ipycuufi KoHTponb'



2 . Tp EE oB AHr4t K rlp o B E AEHI4ro MEp o 
''p 

vrATr4vr rlo AHTI4B I'Ip v c Ho t'I

3AUIL{TE
2.1.8 Harrare pa6orrr npr4 3arpy3Ke KoMrrbrcTepa B aBTOMarI4r{ecKoM pexl4Me

AoJrXHo BbIIIoJIHtrrscs O 6HoBJIeHI{e aHTI4BlIpycHbIX 6az u cepBep oB'

2.2.lIepuoAr4rrecKHe IIpOBepKI'I 3JIeKTpoHHbIX apxI4BOB AOJIXHbI IIpOBOAI',ITbcf He

pexe oAHOfO pa3a B HeAeJIIO, AaHHbIe, pacnoJloxeHHble Ha pa6ovl4x cTaHIII',LSX

rloJlb3oBarenefi - e)KeAHeBHo' B HorrHoe BpeMf, rlo pacnl4caHl4ro'

2.3.BHeouepe4HofraHTHBl4pycrrrtftKoHTponbBcexAI4cKoBu$afilon
nepcoHaJlbHof o KoMIrbIOTep a AOIIXeH BbIIToJIHfl TbCfl :

2.3 .L HenocpeAcrBeHHo IIocJIe ycraHoBKu (u:rleu e Yux) IIpofpaMMHof O

o6ecne.reHn{ KoMrrb}orepa Aon)KHa 6urr Bbr[oJiHeHa aHTuBI.pycHa{ rlpoBepKa Ha

cepBepax u nepcoHaJIbHbIX KoMlrbrorepax yqpexAeHufl '

2.3.2.|Ipu norHr,lKHOBeHUU [OAO3pe]Hyrs,Ha HaJiurII4e KOMIrbIOTepHofo Bl4pyca

(Heruuuuuar pa6ora [poIpaMM, IIof,BJIeHT're rpaSuqecKl4x H 3ByKoBbIx e$Serron'

r,rcKaxeHr4fi 4auurx, flpollaAaHrae QafinoB' qacToe [oqBIeHUe coo6[Ienufi o

cprcreMHblx ouru6xax u r.n')'
2.3.3.IIpuoTnpaBKeHnonyIIeHI4lI3JIxrpouuofiIIoqTbIonepaTop3neKTpoHHoI4

IOrrTbr o6ssaH [poBepr4Tb 3JIeKTpoHHbIe []ICbMa I4 I',IX BJIOXeHvIfl', Ha HaJII4qI4e

BI4pycoB.

2.4.8 cnyqae o6HapyX eHvIfl.3apa)KeHHbIX Bl4pycavrra QafinoB I4JII4 3JIeKrpoHHbIX

IrI4ceM IroJIb3oBareJII'I o6qsaHlt :

2.4.\. llPnocraHoBllrb Pa6orY'
2.4.2.HerrleAleHHO rrOCT ABLr-rb B r43BeCTHOCTb o $axre o6uapyxelH]trfl'

3apaXeHHbIX Bl,Ipycovr QaftrroB oTBeTcTBeHHoro sa o6ecneqeHl4e aHTvlBr4pycnoft

3auII4TbI ( B cnyqae ero orcyrcrBl4f, - Al4peKropa) Yvpex4eHux'

2.4.3. ConMecrHo C BnaAenbIIeM 3apaxeHHblx Bl4pycon'r QafiloB npoBecTl4

a1urpr3 He o 6xo AllM o cTlI 4al ru efi ure f o I4x H C II O JI b3 O BAHI4fl"

2.4.4.IlpoeecruJIeqeHI4e][{n'_yHyIqToXeHI,Ie3apaxeHHrrxQafirron.
3. OTBETCTBEHHOCTb
3.l.orseTcTBeHHocTb3aopfaHI43aIII4IoaHTl4nupycrrofi3aIIII4TbIBo3JlafaeTcfl'Ha

pyKoBoAHTe JI.f, Vup eN4e HVs' vlwr JIIIIIo' I'IM H a3 H arr eHHo e'

3.2. OrsercrBeHHocrb 3a rrpoBeAeHue Mepoflpuxruit aHTI4BI'IpycHoro KoHTpolq B

vupeN4eHI4I4 Bo3JrafaeTcfl Ha oTBeTCTBeHHO|O Sa o6ecueqeHl',le aHTI4BI4pycHoft

3 arrlr4rbr, co6lroAenue rpe6 o n asuir' Hacroqule fi ]/Luclpyrct1uu npra p a6oTe Ha

nepcoHanbHbrx paSouzx cTaHIII,If,X BO3JIafaeTcs Ha [oJlb3oBareleft AaHHbIX Ctauguh

:'IJI:I rle^a|o|a'oTBeqarculefo3apa6oryKoMllbtoTepHofoKJIacca.
3.3. llepraoAr4rlecKl4fi XOnrpoilb 3a cocTof,Hl4eM aHTllBrapycuofi 3aulllrbl B

V.rpeN4eHI4rI ocyqecrBnfl ercq pyKoBoAl4re JIeM ra Qu rcczpyercr Arrotvt uponepxIa (He

pexelPasnreaPral).


