[TpunsTa VTBepxaeHa

Ha 3acelaHuH TPUKA30M IUPEKTOPA

CoBeTa yUpeXACHHUS MOY «Cnanuesckas COILL Neb»

npotokon Ne 01 ot 28.08.2014r. No 66/04-03 ot 29.08.2014r.
HHCTPYKIOUA

10 OPTAHU3AIIA AHTUBUPYCHOM 3ALIUTHI

1.OBIME TTOJIOXEHWA

[lenpi0 CO3J@HHMsA CHCTEMbl AHTMBMPYCHOW 3allUThl SBISCTCA obecrieueHue
3AIUIIEHHOCTH HH(POPMAINOHHO-KOMMYHUKAIIMOHHOR CHCTEMBbI (manee MIKC) ot
BO3JIEHCTBHS PA3MMYHOrO poja BPEJOHOCHBIX MPOTPaMM U HECAHKIMOHMPOBAHHbIX
MAacCOBBIX  IOYTOBBIX  pACCBUIOK,  NPENOTBpalleHHs WX  BHCApPCHUA B
MH(OPMAIFOHHBIE CHCTEMbI, BBIABIEHAS M 0e30MACHOr0 ylaleHus M3 CHCTEM B
clydae TIONMafaHus, a TaKkkKe (QUIBTPAIUM NOCTYIIA [IOJIB30BaTeNIel YUpexxIeHus K
HeTIpoAyKTUBHEIM MIHTEpHET-pecypcaM 1 KOHTPOJIS UX 3NEKTPOHHOU IIEPEIHCKH.

OCHOBOIMOTATAIOIIAMA TPEOOBAHUAMH K CHCTEME AHTUBUPYCHOH 3allUThl
VupexaeHus SBISIOTCA: :

- pellieHHME 3aJa4i aHTHBUPYCHOM 3alIUTBl JODKHO OCYIICCTBIATHCA B ob1eM
Buge. CpelacTBO 3alllUTHI HE MOJDKHO OKa3bIBATH NpOTUBOAEHCTBHE KOHKPETHOMY
BUPYCYy WIM TpyNIle BHPYCOB, NPOTUBOJEHCTBUE NOIDKHO OKasbIBATBHCS B
TIPEIIONOKEHUSIX, ITO BUPYC MOXKET OBITH 3aHECEH Ha KOMIBIOTEp 1 O BApyce (o ero
CTPYKType (B 4aCTHOCTH, CUTHAType) ¥ BOIMOXHBIX NEeMCTBUAX) HUUETr0 HEU3BECTHO;

- pelueHHE 3a1a9d AHTHBUPYCHOW 3allUTHl JOJDKHO OCYIIECTBIATRCA B
peaqbHOM BPEMEHH.

MeponpusiTysi, HalpaBJeHHBIe Ha pelIeHue 3a/1a1 110 AHTUBUPYCHOM 3alIHTE:

- yCTaHOBKa TOJBKO JIMLEH3UPOBAHHOTO NPOTPAMMHOIO obecrieueHuss MO0
GecIUlaTHOE AHTHBHPYCHOE MPOTpaMMHOE OOecrevueHHe, Hayllee B KOMILICKTE ©
[TOIJIMHHOM ONEepalMOHHON CHCTeMON (aHalIOTMYHBIE Microsoft Security Essentials
(ceTh g0 10 paboumx cTaHLMM) UK Microsoft Forefront Endpoint Protection (ceTh
Gonee 10 paGoumx CTaHIMH)), MOLACPKUBAIOLIEE paboTy ¢ IOJb30BATEIbCKIMH
IpodUILIMHA.

- perynspHOoe OOHOBJIEHME U €XeIHEBHbIE PO IIaKTUIECKHE TPOBEPKU
(xenaTebHO B Hepaboiee HOUHOE BpeMmsl);

- HeNpephIBHBIN KOHTPOIb HaJ BCEMH BO3MOXHBIMU IyTAMHI TPOHHKHOBEHHA
BPEJOHOCHBIX ~ IIpOrpamMM,  MOHHMTOPHHT AHTUBUPYCHOH  0O€30acHOCTH U

ofHapyXeHre JeCTPYKTHBHOM aKTUBHOCTH BPEIOHOCHBIX IpOTpaMM  Ha BCEX
o6pexrax MKC;

- e)XelHeBHBIM aHANM3, pamKUpOBaHMEe W TPEoTBpameHue  yrpos
PACIPOCTPAHEHHsT M BO3NEHCTBHsS BPEJOHOCHBIX MPOTPAMM  IyTEM BBLIABIICHUS
yssBuMocTel ucrnionssyemoro B IKC orepallioHHOr0 HpOrpaMMHOTo obecreyeHus
W CeTeBBIX YCTPOWCTB M YCTpaHEHWs OOHApyXKEHHBIX ne(eKTOB B COOTBETCTBHUH C



OJaHHBIMU IMOCTaBIINKa IporpaMMHOI0 obecrieyeHus u APYyTHUX
CIEIUATU3NPOBAHHBIX IKCIICPTHBIX AHTHBHUPYCHBIX CJIy>K6.

- mpoBefeHHe TPOQUIAKTHUECKUX MEPONPUATHH 10 MPEAOTBpAIlCHUIO U
OIpaHMUEHUIO BUPYCHBIX ONHIEMHMH, BKITOYAIONIMX 3arpy3Ky M pasBepTBIBAHHC
CHELMATBHBIX TPaBWI HeWTpanusaluu (OTPKEHHIO, H30JUUKA U JTUKBUIAINN )
BPENOHOCHBIX ~IpOrpaMM Ha OCHOBE pPEKOMEHJAIMH IO KOHTPONIO  aTak,
IOJrOTABIMBAEMBIX pa3pabOTUMKOM CPEJICTB 3alUThl OT BPEIOHOCHBIX IIPOrpaMM #
IPYTMMH  CIIELHAIM3UPOBAHHBIMU IKCIIEPTHBIMU  aHTUBUPYCHBIMH cnyxbamMu 110
TOro, KaK OyAyT BBIMYIUCHBI (ainbl MCIpPaBIEHAH, NPU3HAKOB U AHTHBUPYCHBIX
CUTHATYP.

- mpoBelleHHe PpETYIAPHBIX TPOBEPOK MENOCTHOCTH KPUTHHECKM  BXHBIX
pOrpaMM H AaHHbIX. Hamuune nuimHux $aiios U cleoB HECAHKIMOHNPOBAHHOTO
BHECEHMS M3MEHEHHH TOHKHO OBITH 3apEeTUCTPUPOBAHO B XKYPHAJIE U pacciieloBano,

- BHELIHME HOCHUTeNM HH(OpPMAllUM HEM3BECTHOTO IIPOMCXOXKACHUA CIEAYeT
TIPOBEPATH HA HATMYKME BUPYCOB O UX UCIIOIb30BAHUS;

- HeoGXOMMMO CTPOrO MPHIEPKUBATHCS —YCTAaHOBICHHBIX TIPOHCAYp IO
yBEJIOMJICHHIO O CIIy4asx IOpaXCHUS aBTOMATU3UPOBAHHON HMH(OOPMAIMOHHON
Cpesbl KOMITBIOTEPHBIME BUPYCAMU U IIPHHATHIO MEp IO JIMKBAALMH I10CJIeICTBUI
OT UX MPOHUKHOBEHNUS,

- clleflyeT UMETh ITaHbl 00eCeUeHN HecrepeboiHON PabOTHl YUpeKIeHU s
CITydaeB BUPYCHOIO 3apa)KEHHUsl, B TOM YHCJIE MIIAHBI PE3EPBHOTO KOITMPOBAaHUsSL BCEX
HeOOXOIUMBIX JAHHBIX H IIPOTPAMM M WX BOCCTaHOBJICHHUS. DTU Mephbl OCOOEHHO
BAYKHBI JITS ceTeBBIX (DalIOBBIX CEPBEPOB, MOALEPKHBAIOIINX GO0JIBILIOE KOJTUIECTBO
pabovrx CTaHIWH.

TEXHOJIOTMUECKVE MHCTPYKIVN

1.1. B yupexAeHWH DPYKOBOAUTEIEM MOJDKHO OBITh HAa3HA4YeHO JIMIIO,
OTBETCTBEHHOE 32 AHTUBUPYCHYIO 3allUTy, B JIOJDKHOCTHBIC MHCTPYKLMM JUIA
KOTOPOTO JIOJDKHBI OBITH IPOMMCAHBI IOPAAOK neficTBUs B TIEPUOJ BHPYCHBIX
SIIUIEMHH, MOPAAOK JAefcTBUH NpH BO3HMKHOBEHMM BHELITATHBIX CUTyalui,
CBSI3aHHBIX C paboTOCIIOCOOHOCTHIO CPEICTB AHTHBHUPYCHON 3alllUThI, TOPSAOK
NeHcTBUH AA yCTPaHeHUs IMOCIENCTBUH 3apakeHUM . B IMpOoTUBHOM ciydae BCA
OTBeICTBEHHOCTh 3a ofecledeHue aHTHBAPYCHOM  3allMTBEl  JIOKHUTCI  HA
PYKOBOAMTENS Y YPEXKICHH.

1.2. B VupexpaeHuMm MOXeT HCIONB30BaTbhCs  TOJIBKO JIMLIEH3UOHHOE
AHTHUBUPYCHOE MPOTPAMMHOE obecrieuenre JuUO0 CBOOOIHO-PACHpPOCTPAHIEMOE
IporpaMMHoOe oOecIiedeHue.

1.3. O6s13aTeNEHOMY aHTUBUPYCHOMY KOHTPOJIIO TIOJUICKHUT nrobast nHpopMarus
(TexcToBBle (aiinel JMHOOBIX dopmaros, Galnsl JaHHBIX, HCIOJIHICMBIE dbaisl,
[IOYTOBBIE COOOIIEHNUS), MOTydaeMas 1 IepeaasaeMas 110 TeJeKOMMYHUKAIIHOHHBIM
KaHalaM CBS3M, a TaKxke HHGpOpMalHsd, HAaXOIsIascs Ha CHhEMHBIX HOCHTEIX
(MarHUTHBIX JUCKaX, JICHTaX, CD-ROM, DVD, flash-Haxomnurensax u T.1.). KoHTpoIb
pexondiiel HHOGOPMAIUM HEoO0X0OMMO IPOBOJMTL — HEMOCPEACTBEHHO nepen
apXUBUPOBAHKEM U OTIIPABKOH (3anmuchio Ha CHEMHBIN HOCHTEIh).

1.4. daiinpl, noMeliaeMble B 3JIEKTPOHHBIA apXuB, MOJDKHBL B 00s13aTeIbHOM
TIOPSJIKE TIPOXOIUTH AHTUBUPYCHBIH KOHTPOITb.



2. TPEBOBAHUS K ITPOBEJEHMIO MEPOITPUATUA 1O AHTUBUPYCHOU
3AIIUTE

2.1. B Hayane paGoTHI IpX 3arpy3Ke KOMIIbIOTEPA B aBTOMATUUECKOM PEKUME
JIOJDKHO BBITIOJHSTECS OOHOBICHUE aHTUBHPY CHBIX 0a3 1 CepBEPOB.

2.2. [lepuopydeckue POBEPKH ICKTPOHHbIX apPXMBOB JOJDKHBI IPOBOAUTHCA HE
pexe OJ{HOTO pasa B HEJIENO, NaHHbIE, pACTIONOYKeHHBIE Ha pab0YMX CTAHIUAX
ONL30BATENEl — eXKeTHEBHO, B HOYHOE BpeMs 110 PacTiCaHHIO.

2.3. BreouepenHOM AHTUBUPYCHBII KOHTPOJIb BCEX IUCKOB 1 daiinos
TIepCOHAIBHOIO KOMIBIOTEPa JOJIKEH BBITIOJIHATHCS !

2.3.1. HenmocpeACTBEHHO TIOCIIE yCTaHOBKA (M3MeHEeHHUs ) TPOrPaMMHOTO
oBecHedeHrs KOMITBIOTEPA JOJDKHA ObITh BEIMOTHEHA aHTHBUPY CHAA IIpoBEpKa Ha
cepBepax U MepCOHATPHEIX KOMIIBIOTEPAX yIpEIKAEHUS.

2.3.2. TIpy BO3HUKHOBEHMH [IOA03PEHNS Ha HajlMHHe KOMITBIOTEPHOIO BUpYyCa
(neTunuyHasi paboTa IPOrpamM, MOABICHAE rpaQuIecKUX ¥ 3BYKOBBIX >QPexToB,
HCKa)KeHnI JaHHBIX, HpONagaHue (aitnos, yacToe NOsBICHNUE CcOOOIIIeHHH O
CHCTEMHBIX OIIKOKaX U T.IL.).

2.3.3. IIpu oTIpaBKe U IOJIYICHUN 3JIeKTPOHHOM TIOUTHI OIIEPATOP HIIEKTPOHHOM
[10YTHI 06s13aH MPOBEPUTH SIEKTPOHHBIE NUCHMa U UX BIIOYKEHHS HA HAJIM4INe
BHUPYCOB.

2.4. B ciydae oGHapyKeHUs 3apaKeHHBIX BUPYCaMK (aitsioB UM 3JIEKTPOHHBIX
[HCEM TTONb30BaTeIH O0S3aHbI!

2.4.1. [TprocTaHOBHTH paboTy.

2 4.2. HemeIJIeHHO IMOCTaBUTh B U3BECTHOCTE O (axre oOHapyKEHU
3apa)KeHHBIX BUPYCOM (aijIoB OTBETCTBEHHOIO 3a obecreyeHre aHTUBUPYCHOH
3aImuThl ( B CIydae ero OTCyTCTBUA — AUpeKTOpa) YUpeK JCHU.

2 4.3. COBMECTHO C BIJICNBIIEM 3apKEHHBIX BUPYCOM (aiiyioB POBECTH
AHANM3 HEOOXOIMMOCTH JaTbHEHINEro HX HCTIOIB30BaHML.

2.4.4. TIposecTy Ie9eHAC WU YHUHTOKEHNE 3apa)KeHHBIX (aiIoB.

3. OTBETCTBEHHOCTb

3.1. OTBETCTBEHHOCTh 3a OpraHu3alKio AHTUBUPYCHOM 3aIIMTEI BO3/IAraeTcs Ha
PYKOBOZHTENS Y UPEHKACHNS WK IO, UM Ha3HA4YEeHHOE.

3.2. OTBETCTBEHHOCTD 3a ITPOBEACHNE MepONpUSATUI aHTUBUPYCHOTO KOHTPOJI B
YupexieHuI BO3/1araeTcsi Ha OTBETCTBEHHOTO 3a oBecredeHre aHTUBUPYCHON
3aLIUTHI, COOII0IeHre TpeOOBaHHH HacTosmel MHCTpyKIMY TP paboTe Ha
IepCOHAIBHEIX PabOYUX CTAHIMAX BO3IAracTea Ha O7b30BaTeNell TaHHBIX CTAHIUH
VLIIH TIe/JaTora, OTBEUAIOLIETo 3a padoTy KOMIIBIOTEPHOTO KJacca.

3.3. [TepuoauuecKuil KOHTPOJIb 38 COCTOARNEM AHTUBHUPYCHOM 3aIIUThHI B
YypexaeHuH OCYIIECTRISIETCA PyKOBOAUTEIEM 1 uKcupyeTcs AKTOM IIPOBEPKH (ne
pexe 1 pas B kBapran).



